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22/11/2022 | 2021-22 Internal Audit | ARC38: A02 | S Morrison to confirm the stance of BDO in benchmarking as | J Thomson | 23/11/2022 | Action Complete
Annual Report part of the audit process and provide further details to the | / BDO
Principal.
14/03/2023 | Internal Audit — Wylie | ARC39: A0O1 | A glossary of the key policies examined, including their J Thomson | 06/03/2023 | Action
& Bisset - Internal version number, to be included in future reports from Wylie | / Wylie &
Audit Report 2022-23 & Bisset Bisset
— Safeguarding &
Child Protection
14/03/2023 ARC39: A02 | Key milestones/timeline updates in regard to actions to be | J Thomson | 06/03/2023 | Action Complete
included in the Corporate Risk Register for risk scores
2022-23 Corporate outwith the risk appetite going forward.
Risk Register (V3) as
14/03/2023 | at March 2023 ARC39: D01 | The Committee recommended 2022-23 Corporate Risk | NA NA Decision | Approved
Register (V3) as at March 2023 the Board for approval.
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The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all weaknesses that exist or all improvements that
might be made.

This report has been prepared solely for Ayrshire College’s individual use and should not be quoted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for any third party.

We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be relied upon to identify all system
weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or irregularity should there be any although our audit procedures are designed so
that any material irregularity has a reasonable probability of discovery. Every sound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus
on areas that are considered to be of greatest risk and significance.
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1 EXECUTIVE SUMMARY Risk Management

Overview

Purpose of review

The purpose of the review was to ensure that the College has appropriate risk management arrangements in place and that these have been
embedded throughout the whole College. This review looked to provide assurance to the Audit & Risk Committee that the College's risk
management arrangements are adequate.

This Assignment forms part of our 2022/2023 Internal Audit Annual Plan.

Scope of review

Our objectives for this review were to ensure:

» The College has set out clearly its strategic direction in relation to risk management (including policy, roles and responsibilities, objectives and
communications).

» The College has adopted a systematic process in identifying, evaluating, and measuring its strategic and operational risks.
» The College has adequate reporting in relation to risk management activities.
» The College is providing appropriate risk management training.

Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope

There was no limitation of scope.

-
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

Background Information

Risk Management Policy

The College has a Risk Management Policy in place which was last reviewed in September 2022 and is next due to be reviewed in September
2024. The Policy outlines the College’s Risk Management procedures including the monitoring and review arrangements and the roles and
responsibilities of key parties involved in the Risk Management process.

As an appendix to the Policy the College also provide its Risk Methodology. This details how risks are categorised and scored as well how risk
appetite is considered.

Roles and Responsibilities

The roles and responsibilities of the Board of Management and Executive Leadership Team involved in the Risk Management process are
documented within the Risk Management Policy, these are:

Board of Management

Determining whether the College is ‘risk taking’ or ‘risk averse’ as a whole or on any relevant strategic objective of the Board of Management;
Determining the level and types of risk which are acceptable for specific strategic objectives;

Setting the standards and expectations of members of staff with respect to conduct and probity;

Approving major decisions affecting the College’s risk profile or exposure;

Monitoring the management of significant risks to reduce the likelihood of significant adverse outcomes; and

YVV YV V VYV

Satisfying itself that the less significant risks are being actively managed, with the appropriate controls in place and working effectively.

Executive Leadership Team

» Ensuring policies on risk management and internal control are implemented.
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1 EXECUTIVE SUMMARY Risk Management

» ldentifying, evaluating, and agreeing the significant risks faced by the College for approval by the Audit and Risk Committee and onward

reporting to the Board of Management.
» Providing adequate information in a timely manner to the Board of Management and its committees on the status of risks and controls.

The Audit & Risk Committee is charged with reviewing, discussing, and approving the Risk Register at each Committee meeting.

Risk Management Methodology — Matrix

The College document its Risk Assessment Methodology as an appendix to its Risk Management Policy. The College assess risks using a 5x5 risk
matrix which is shown below:

Almost certain
Likely
-
£
g Possible
8
Q
Unlikely
Rare

Insignificant ~ Minor Significant  Major  Extreme

Impact
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

For the above, all classifications of likelihood and impact have outlined definitions so all members of staff involved in Risk Management can
arrive at the same conclusions and so risks are scored appropriately.

The overall risk score is calculated as likelihood x impact and is classified using the table below:

Classification Risk Score Colour ID
Very Low 1-4
Low 5-8
Moderate 9-14
Medium 15-19
High 20-25

Risk Appetite

The College assesses risk appetite for each individual risk. This is initially assessed by the each of the committees and ultimately appetite is
approved by the Board of Management at each meeting. Risk Appetite is defined as one of the following 5 categories.

Averse:

Avoidance of risk and uncertainty is a key organisational objective. Willing to accept no risk, or at most, very low risk.

Minimal:

Preference for ultra-safe business delivery options. Willing to accept low risk but recognise that this limits the potential for reward.
Cautious:

Preference for safe delivery options. Willing to accept medium risk but recognise this may limit the potential for reward.

Wylie
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

Open:

Willing to consider all options and choose the one that is most likely to result in success. Willing to accept high risk, as long as this will give an
acceptable level of reward.

Hungry:

Eager to be innovative and to choose options that offer potentially higher rewards, despite greater inherent risk. Willing to accept very high
risk.

Risk Register

The College has 3 types of Risk Registers, Corporate (Strategic), Operational and Capital Projects. The strategic registers are reviewed quarterly
at the meetings of the Learning Teaching & Quality Committee, Business, Resources & Infrastructure Committee, Audit & Risk Committee, and
the Board of Management.

The Corporate risk register is split into individual registers for each committee to review relevant risks and ensure no duplication of effort. The
Register contains 18 risks, no risks were assessed High.

Operational Risk Registers are overseen by the Business Continuity Steering Group and are reviewed quarterly. The registers follow the same
format as the Corporate Risk Registers and provides detail on:

Appetite;

Risk Details;

Previous assessment;
Assessment v Appetite;
Movement Required;
Existing Controls; and
Risk Owner.

YVVVVVYY
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

For Capital Projects over £2million, the College maintain a separate register. Currently the College only have one project that meets the above
threshold - Willie Mackie Skills Hub (Approx 2.5million). The Register utilises a RAG scoring system (Red, Amber, Green). The Risk Register
tracks priority actions to be taken and progress against these actions.

Wylie
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

Work Undertaken

We undertook the following for each objective.

Objective 1: The College has set out clearly its strategic direction in relation to risk management (including policy, roles and responsibilities,
objectives, and communication).

We reviewed the College’s Risk Management Policy in place to ensure it was robust and up to date.

We assessed whether the College has a defined risk appetite in place.

We reviewed the College’s Strategic Plan to ensure strategic aims and objectives of risk management were clearly outlined.

We reviewed the roles and responsibilities, outlined within the Policy of those who are involved in the Risk Management processes.
We benchmarked the College’s Risk Register to a similar College.

VVVYVYYVY

Objective 2: The College has adopted a systematic process in identifying, evaluating, and measuring its strategic and operational risks.

» We ensured there was a robust system in place for identifying, monitoring, and acting on risks identified.
» We reviewed the College’s Risk Register’s to ensure that risks are being appropriately identified and monitored.
» We reviewed the controls that the College have in place to mitigate the risks.

Objective 3: The College has adequate reporting in relation to risk management activities.

» We reviewed the reporting arrangements in place at the College between the Committees and Board to ensure that they are being
appropriately updated on existing and emerging risks to the College.

Objective 4: The College is providing appropriate risk management training.

> We reviewed the training that was provided to the College’s staff to ensure that they are aware of the risk management arrangements
at the College.

. Wylie
Bisset,



1 EXECUTIVE SUMMARY Risk Management

Conclusion

Overall conclusion

Overall Conclusion: Strong

We can provide strong assurance surrounding the College's Risk Management arrangements. As such, we have raised a number of good
practice points. We have, however, raised one observation. Please see Section 3: Observations for further information.

Summary of recommendations

Grading of recommendations

High Medium Low Total

Risk Management 0 0 0 0

As can be seen from the above table there were no recommendations made.

r. °
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1 EXECUTIVE SUMMARY Risk Management

Areas of good practice

The following is a list of areas where the College is operating effectively and following good practice.

1. Risk is a standing agenda item and is discussed at all quarterly meetings of the Learning Teaching & Quality Committee,
Business, Resources & Infrastructure Committee, Audit & Risk Committee and Board of Management.

2. The College committees will consider any emerging or changing strategic risks at their quarterly meetings along with the
review of the focused Risk Register. During these meetings risks outwith the agreed appetite will be evaluated and mitigating
controls reviewed. Operational Risk Registers are reviewed quarterly by the Business Continuity Steering Group and follow the
same format as the Corporate Registers.

3. The College has effective procedures in place for the identification, evaluation and measuring of risk. Quarterly committee
meetings are used to discuss risk on an ongoing basis where mitigating actions and risk appetite are considered. The College
has awareness of its risk environment and is taking appropriate actions to mitigate key and emerging risks.

4. The College Strategic Risk Register is reviewed at the quarterly meetings of the Learning Teaching & Quality Committee,
Business, Resources & Infrastructure Committee, Audit & Risk Committee and Board of Management. Individual Risk Registers
are produced for each committee meeting to allow for discussion and review for risks relevant to the committee. Risk Appetite
is approved by the Board of Management.

5. The College maintains a Capital Projects Risk Register for projects in excess of £2million. The Register effectively sets out the
risks associated at each stage of large cost projects. At the time of this review there is only one project in excess of £2million.

6. The College has a robust Risk Management Policy which was last reviewed in September 2022 and is due to be reviewed in
September 2024. The Policy and supporting appendices provide details of the risk management procedures and methodologies
in place at the College. Scoring mechanisms and risk criteria is also clearly defined within the Policy and ensures consistency
throughout the classification and scoring of risks.

. Wylie
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1 EXECUTIVE SUMMARY Ayrshire College

Risk Management

The following is a list of areas where the College is operating effectively and following good practice.

7. The Risk Management Policy has clearly defined roles and responsibilities for those involved in the risk management process.
This includes the Board of Management, the Audit and Risk Committee and the Executive Leadership Team.

8. The College's Annual Financial Statement details the risk management arrangements at the College and the main risks that the
College face.
9. The College's Statement of Ambition and Refresh & Renew Plan feeds directly into the Strategic Risk Register and drives the

key risks faced by the College. This alignment ensures risks that impact on the strategic direction of the College are being
appropriately categorised and assessed.

10. The College has effectively outlined its scoring system within the Risk Management Policy with adequate description of the
scoring processes and matrices utilised.
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2 BENCHMARKING

Ayrshire College
Risk Management

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for audits of a similar

nature in the most recently finished internal audit year.

Risk Management

Benchmarking

High Medium Low Total
Average number of recommendations in similar 0 1 2 3
audits
Number of recommendations at Ayrshire 0 0 0 0
College

From the table above it can be seen that the College has a lower number of recommendations compared to those colleges it has been

benchmarked against.

Wylie
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3 OBSERVATIONS Ayrshire College

Risk Management

The following is a list of observations from our review

1. The College ensures Policies and Procedures relating to Risk Management are kept up to date and staff are aware of these.

During our review we found the College currently do not complete any benchmarking exercises with comparable colleges. We
also note that the lead individual for Risk Management is due to leave the College in the coming months. The College may wish
to consider benchmarking its risk management arrangements against similar colleges to potentially strengthen its own
processes, familiarise themselves with the risk management procedures and ensure its processes continue to remain up to
date and continue to reflect good practice in the sector.

Wylie
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4 AUDIT ARRANGEMENTS Riek Management

The table below details the actual dates for our fieldwork and the reporting on the audit area under review. The timescales set out below will
enable us to present our final report at the next Audit & Risk Committee meeting.

Audit stage Date

Fieldwork start 17 April 2023
Closing meeting 27 April 2023
Draft report issued 4 May 2023
Receipt of management responses 9 May 2023
Final report issued 10 May 2023
Audit & Risk Committee 6 June 2023
Number of audit days 5

I
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5 KEY PERSONNEL

Ayrshire College

Risk Management

We detail below our staff who undertook the review together with the College staff we spoke to during our review.

Wylie & Bisset LLP

Partner Graham Gillespie Partner graham.gillespie@wyliebisset.com
Director Stephen Pringle Director of Internal Audit stephen.pringle@wyliebisset.com
Senior Neil Hamilton Internal Audit Senior neil.hamilton@wyliebisset.com
Auditor Kyle McGuiness Internal Auditor kyle.mcguiness@wyliebisset.com

Ayrshire College

Key Contact

James Thomson

Interim Vice Principal of Finance

james.thomson@ayrshire.ac.uk

and co-operation.

Wylie & Bisset appreciates the time provided by all the individuals involved in this review and would like to thank them for their assistance

Wylie
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A GRADING STRUCTURE Ayrshire College

Risk Management

For each area of review, we assign a level of assurance in accordance with the following classification:

Assurance Classification

Strong Controls satisfactory, no major weaknesses found, no or only minor recommendations identified.

Substantial | Controls largely satisfactory although some weaknesses identified, recommendations for improvement made.

Weak Controls unsatisfactory and major systems weaknesses identified that require to be addressed immediately.

No No or very limited controls in place leaving the system open to significant error or abuse, recommendations made require to be
implemented immediately.
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A GRADING STRUCTURE Ayrshire College

Risk Management

For each recommendation, we assign a grading either as High, Medium or Low priority depending on the degree of risk assessed as outlined

below:
Grading Classification
High Major weakness that we consider needs to be brought to the attention of the Audit & Risk Committee and addressed by Senior
Management of the College as a matter of urgency.
Medium Significant issue or weakness which should be addressed by the College as soon as possible.
Low Minor issue or weakness reported where management may wish to consider our recommendation.
-

"Bisset,



B ASSIGNMENT PLAN Riek Management

Purpose of review

The purpose of the review is to ensure that the College has appropriate risk management arrangements in place and that these have been
embedded throughout the whole College. This review will look to provide assurance to the Audit & Risk Committee that the College's risk
management arrangements are adequate.

This Assignment forms part of our 2022/2023 Internal Audit Annual Plan.

Scope of review

Our objectives for this review are to ensure:

» The College has set out clearly its strategic direction in relation to risk management (including policy, roles and responsibilities, objectives and
communications).

» The College has adopted a systematic process in identifying, evaluating and measuring its strategic and operational risks.
» The College has adequate reporting in relation to risk management activities.
» The College is providing appropriate risk management training.

Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope
There is no limitation of scope.

. Wylie
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B ASSIGNMENT PLAN Riek Management

Audit approach

Our approach to the review will be:

Review of risk management arrangements in place, including a review of risk management strategy, policy and framework, where applicable.
Review of risk registers in place.

Review of risk management training records for Board of Management and sub-committee members, and staff.

Discussion with key personnel to establish current arrangements for project management.

Evaluating these arrangements to confirm their adequacy.

Review of documentation to confirm that policies and procedures are in place and that current arrangements comply with good practice.
Sample testing of risks to confirm that procedures are being adhered to.

Review of training records for Board and Staff members to confirm whether risk management training has been provided.

YVVVVVVVY

Potential key risks

The potential key risks associated with the area under review are:

» The College may not have set out clearly its strategic direction in relation to risk management (including policy, roles and responsibilities,
objectives and communications).

» The College may not have adopted a systematic process for identifying, evaluating and measuring its key strategic and operational risks.
» The College may not have adequate reporting in relation to risk management activities.

» The College may not be providing appropriate risk management training.

;Wylie
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The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all weaknesses that exist or all improvements that
might be made.

This report has been prepared solely for Ayrshire College’s individual use and should not be quoted in whole or in part without prior written consent. No responsibility to any third party is
accepted as the report has not been prepared, and is not intended, for any third party.

We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be relied upon to identify all system
weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or irregularity should there be any although our audit procedures are designed so
that any material irregularity has a reasonable probability of discovery. Every sound system of control may not be proof against collusive fraud. Internal audit procedures are designed to focus
on areas that are considered to be of greatest risk and significance.
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1 EXECUTIVE SUMMARY i Awareness

Overview

Purpose of review

We undertook a review of the Fraud Policy in place and also reviewed some of the areas of fraud which we have seen across the sector and
tested to see whether there are appropriate controls in place to reduce the risk of fraud in these areas at the College. We also considered the

robustness of the fraud response plan.

This review forms part of our 2022/23 Internal Audit Annual Plan.

Scope of review

Our objectives for this review were to ensure:

» The College has a robust Fraud, Theft and Bribery Policy in place that is being adhered to and supported by a Fraud Response Plan.
» The College’s Financial Regulations are being adhered to and set out the College’s approach to controlling fraud, theft, and bribery.

» The College has controls in place surrounding the setting up of new suppliers, changes to existing suppliers, processing of invoices to suppliers
and processing of payments to suppliers that are being adhered to.

» The College has controls in place for month-end reconciliations of creditors, monitoring of dormant bank accounts and credit card transactions
that are being adhered to.

» The College take robust action where any potential fraud, theft or bribery is highlighted and this is reported to the relevant committee.

Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate sample
testing.

-

Wylie
+Bisset, =



1 EXECUTIVE SUMMARY i Awareness

Limitation of scope

There was no limitation of scope.

Background Information

We have included for your reference a table including the top 5 fraud risks we have seen throughout our education clients:

DU O U
Risks Expected Controls Controls at Ayrshire College
» Ensure any changes are confirmed » Once a supplier has notified the College
Changes to supplier payment details with the supplier — using known of a change of payment details, the
contact details; Finance Team confirm this via direct
» Ensure approval of change is received communication with the supplier using
by the Finance Manager; and contact details recorded on the College’s
» Consider asking for confirmation that accounting system.
payment has been received via follow » The Finance Team complete a ‘Change of
up phone call. Supplier Bank Details Authorisation
Form’, and this is checked and approved
by the Finance Team Leader when the
finance system auto generates the
change of bank details e-mail.
» Ensure any changes are confirmed » This is completed by each member of
Changes to employee bank details with the employee — using known staff within their profile.
details; and

Wylie
‘Bisset G )



EXECUTIVE SUMMARY

Ayrshire College
Fraud Awareness

Ensure approval of change is received
by the Head of Financial Services.

This is then confirmed by a member of
the Finance Team.

Fraudulent use of dormant bank
accounts.

If possible, close all bank accounts
that are not in use;

Complete full reviews of dormant
bank accounts, where required
monthly;

The College has ensured all dormant
bank accounts are closed.

IT Procurement

Closer attention required by Finance
teams to ensure purchasing guidelines
are being followed; and

Stronger controls over assets —
ensuring all items are recorded when
received and moved.

The College has a ‘New Supplier Request
Form’ in place for new suppliers. The
form includes additional information
regarding procurement. If the supplier is
not on an APUC Framework Agreement,
the College ensure that their
Procurement Policy and threshold limits
are followed.

Employee expenses

Tighter controls around use of credit
cards;

Ensure Senior Management
expenditure is appropriately reviewed
and approved;

Tighter inventory control over
purchase of equipment; and
Challenge from Head of Financial
Services re credit card spend.

Credit card limits have been set for the 2
cardholders at the College.

Credit cards are only used for one-off
payments which cannot be purchased
any other way.

Monthly credit card statements are
reconciled.

All credit card transactions are
authorised through the Finance Team
Leader.

-
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1 EXECUTIVE SUMMARY i Awareness

Financial Regulations

The College has a detailed and robust Financial Regulations Document, which was last updated and approved by the Board of Management in
December 2022, and is next due to be reviewed in September 2024. The Financial Regulations has a detailed section titled ‘Fraud and
Corruption’, which outlines the College’s approach to potential instances of fraud.

When there is an instance that may involve fraud or corruption, the member of staff who has uncovered the potential fraud must report this
to the Vice-Principal — Finance or, in their absence, the Head of Financial Services immediately. The Vice-Principal — Finance immediately
advises the Principal of any suspected fraud or corruption, with the Principal considering and deciding on the following responses:

» The Principal will inform the Audit & Risk Committee, the Business Resources and Infrastructure Committee, and the Board of
Management as appropriate.

» The Principal shall inform the Police if a criminal offence is suspected or has been committed.

» The Principal and the Audit & Risk Committee shall commission such investigation as may be necessary of the suspected irregularity, by
the Internal Audit service or others, as appropriate.

The College’s Internal Audit service, or others commissioned to carry out an investigation, shall prepare a report for the Audit & Risk
Committee on the suspected irregularity, including advice on preventative measures. If the suspected fraud is thought to involve the Vice-
Principal-Finance and/or the Principal, the member of staff should notify the Chair of the Audit & Risk Committee or the Chair of the Board of
Management directly or utilise the College’s Whistleblowing processes.

Although we note that the Financial Regulations are robust, we have noted certain areas of good practice that we have seen elsewhere that
are not included within the Financial Regulations. Please see Section 3: Detailed Recommendations for further information.

Fraud, Theft and Bribery Policy

We note that, at the time of our audit, the College does not have a separate Fraud, Theft and Bribery Policy in place. Please see Section 4:
Observations for further information.

‘Wylie
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1 EXECUTIVE SUMMARY i Awareness

Whistleblowing Process

A member of staff may make the disclosure to a member of the Executive or Senior Leadership Team if they have a concern. If the member of
staff does not wish to raise the matter with one of these individuals, or with the Principal or the Chair of the Board of Management, the matter
may be raised directly with the Chair of the Audit & Risk Committee. If the concern relates to a member of the Board of Management
(including the Principal), it should be raised with the College’s Internal Auditors.

Supplier Details

For new suppliers, the College require the supplier to complete a Supplier Information Request. This includes the following information about
the supplier:

» Name, address, telephone number for the supplier;

» VAT Registration Number;

» Company Registration Number and Type of Organisation;
» Key Contact details; and

» Banking Details.

This form is then completed, signed, and returned to the College. The College then input the information from the form onto their Open
Accounts system by a member of the Finance Team.

Should a supplier wish to change their details on the College’s system, the College will contact the supplier via phone call or email to confirm
the change. This is then updated by a member of the Finance Team. The College’s Open Accounts system allows the Finance Team to run a
report that outlines the changes made to suppliers’ details, and who it was that made and authorised the change.

Accounting Systems

The College use Open Accounts accounting software which provides the Finance Team with the nominal ledger and meets all functional
requirements. The College use eBis for their workflow system.

;Wylie
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1 EXECUTIVE SUMMARY i Awareness

Purchase Invoice and Suppliers

The procedures for making payments are the responsibility of the Vice-Principal — Finance. The Head of Financial Services is responsible for
deciding the most appropriate payment method for invoices. Suppliers are instructed by Budget Holders to submit invoices to the College’s
Finance Team. Payments are only made by the Finance Team against invoices that have been authorised for payment by the appropriate
Budget Holder. The authorisation ensures that:

» The goods have been received, examined, and approved with regard to quality and quantity, or that services rendered, or work done is
satisfactory;

Where appropriate, it is matched to the purchase order;
Invoice details (quantity, price discount) are correct;

The invoice is arithmetically correct;

YV V VYV V

The invoice has not previously been passed for payment; and
» An appropriate budget code is quoted.
Credit Card Purchases

The control of credit cards at the College is the responsibility of the Vice-Principal-Finance. Currently, there are 2 credit card holders at the
College. Holders of credit cards must use them only for purposes that are in line with the purposes of the card and within their authorised
limits. Cardholders must obtain approval to purchase from the relevant Budget Holder and ensure that there is sufficient budget to meet the
costs. The Director of Finance, Student Funding and Estates determines the information required on purchases made by credit card, with
deadlines for receipts in place to be submitted to the Finance Team.

‘Wylie
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1 EXECUTIVE SUMMARY Ayrshire College

Fraud Awareness

Work Undertaken

In line with each objective, we undertook the following:

Objective 1 - The College has a robust Fraud, Theft and Bribery Policy in place that is being adhered to and supported by a Fraud Response
Plan.

» We reviewed the College’s Fraud Response Plan to ensure that it is appropriate.

» We enquired about whether a Fraud, Theft and Bribery Policy was in place at the College. Please see Section 4: Observations for
further information.

Objective 2 - The College’s Financial Regulations are being adhered to and set out the College’s approach to controlling fraud, theft, and
bribery.

» We reviewed the College’s Financial Regulations to ensure that they appropriately outline the College’s approach to controlling fraud,
theft, and bribery. Please see Section 3: Detailed Recommendations for further information.

Objective 3 - The College has controls in place surrounding the setting up of new suppliers, changes to existing suppliers, processing of
invoices to suppliers and processing of payments to suppliers that are being adhered to.

» We sample tested 10 new suppliers to ensure that they had been appropriately set up on the College’s system.
» We sample tested 5 changes to bank details from existing suppliers to ensure that the appropriate process was followed.
» We sample tested 10 purchase and invoice transactions to ensure that they had been appropriately authorised.

Objective 4 - The College has controls in place for month-end reconciliations of creditors, monitoring of dormant bank accounts and credit

card transactions that are being adhered to.
r
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1 EXECUTIVE SUMMARY Ayrshire College

Fraud Awareness

» We reviewed the process in place for month end reconciliations to ensure that they are accurate and appropriately checked.
» We reviewed whether dormant bank accounts are being monitored.
» We sample tested 10 credit card transactions to ensure that they have been appropriately authorised.

Objective 5 - The College take robust action were any potential fraud, theft or bribery is highlighted and this is reported to the relevant
Committee.

> We reviewed the fraud reporting arrangements in place.

. Wylie
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1 EXECUTIVE SUMMARY Eud Awsrenes

Conclusion

Overall conclusion

Overall Conclusion: Strong

We are able to provide the College with a strong level of assurance relating to the arrangements in place to prevent and react to instances of
fraud. As such, we have raised a number of good practice points. We have, however, raised one low grade recommendation for
improvement and one observation. Please see Section 3: Detailed Recommendations and Section 4: Observations for further information.

Summary of recommendations

Grading of recommendations

High Medium Low Total

Fraud Awareness 0 0 1 1

As can be seen from the above table there were no recommendations made which we have given a grading of high.

F. °
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1 EXECUTIVE SUMMARY Ayrshire College

Fraud Awareness

Areas of good practice

The following is a list of areas where the College is operating effectively and following good practice.

1. The College has an appropriate Fraud reporting framework in place. All actual or suspected incidents should be reported
without delay to the Vice-Principal-Finance or, in their absence, the Head of Financial Services immediately.

2. The College currently has no dormant bank accounts, therefore reducing the chance for fraud to take place in this area.

3. We sample tested 10 credit card transactions to ensure that they had been appropriately approved and reviewed. We found
that all samples required a payment request form and the order receipt was recorded.

4. Invoices are appropriately reviewed and authorised at the College.

5. The Finance Team conduct monthly and daily reconciliations on bank accounts. The student records system and accounting
system is also reconciled as these have been identified as risk areas.

6. We sample tested 10 new suppliers which have been set up in the last 12 months. We were able to confirm from our sample
testing that the correct procedure for setting up new suppliers had been followed by the College.

7. We sample tested 10 payments made to suppliers through a recent payment run. We ensured that the payment run is checked
and approved. We reviewed each invoice and found that the details matched the information included on the payment run.

8. We sample tested 5 changes to supplier details to ensure the procedure in place is appropriate. From our sample testing, we
were able to confirm that the College are appropriately following the procedures in place for changing supplier details.

9. The College's robust Fraud Response Plan is outlined within the College's Financial Regulations document.
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2 BENCHMARKING

Ayrshire College
Fraud Awareness

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for audits of a similar

nature in the most recently finished internal audit year.

Fraud Awareness

Benchmarking

High Medium Low Total
Average number of recommendations in similar 0 2 2 4
audits
Number of recommendations at Ayrshire 0 0 1 1
College

From the table above it can be seen that the College has a lower number of recommendations compared to those colleges it has been

benchmarked against.

Wylie
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3 DETAILED RECOMMENDATIONS o Aarenes

Financial Regulations

Ref. Finding and Risk Grade Recommendation
1. The College should have detailed Financial Low We recommend that the College includes sections on
Regulations in place to govern the financial the aforementioned areas within their Financial
activities throughout the College. Regulations.

During our review, we found that the College has a
detailed and robust Financial Regulations
document. We do note, however, that there is no
reference to Dormant Bank Accounts in the
Financial Regulations, although we note that the
College does not have any Dormant Bank Accounts.
The College has procedures in place for the
following, however, they are not documented in the
Financial Regulations or in standalone policies:

» New Supplier Set Up; and

» Changing of Bank Details for Staff and

Suppliers.

There is a risk that the Financial Regulations do not
adequately outline all financial processes within the
College.

Management response Responsibility and implementation date

~
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3 DETAILED RECOMMENDATIONS o Aarenes

Accepted. Responsible Officer: Head of Financial Services

The College will include reference to procedures re dormant bank accounts and new supplier set
up and verification checks completed on suppliers and staff bank accounts in the next version of
the Financial Regulations when reviewed in 2025.

Implementation Date: November 2025

F. °
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4 OBSERVATIONS i Awarerecs

The following is a list of observations from our review

1. During our review, we note that the College's Fraud Response Plan is included within the Financial Regulations. However, the
College does not have a separate Fraud, Theft and Bribery Policy in place. We note that we have seen this as good practice
across the Education Sector.
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5 AUDIT ARRANGEMENTS o Aarenes

The table below details the actual dates for our fieldwork and the reporting on the audit area under review. The timescales set out below will
enable us to present our final report at the next Audit & Risk Committee meeting.

Audit stage Date

Fieldwork start 17 April 2023
Closing meeting 27 April 2023
Draft report issued 4 May 2023
Receipt of management responses 11 May 2023
Final report issued 11 May 2023
Audit & Risk Committee 6 June 2023
Number of audit days 5

I
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6 KEY PERSONNEL

We detail below our staff who undertook the review together with the College staff we spoke to during our review.

Wylie & Bisset LLP

Ayrshire College
Fraud Awareness

Partner Graham Gillespie Partner graham.gillespie@wyliebisset.com
Director Stephen Pringle Director of Internal Audit stephen.pringle@wyliebisset.com
Senior Neil Hamilton Internal Audit Senior neil.hamilton@wyliebisset.com
Auditor Kyle McGuiness Internal Auditor kyle.mcguiness@wyliebisset.com

Ayrshire College

Key Contacts

Liz Walker

Head of Financial Services

liz.walker@ayrshire.ac.uk

Mary Robertson

Finance Team Leader

mary.robertson@ayrshire.ac.uk

and co-operation.

Wylie & Bisset appreciates the time provided by all the individuals involved in this review and would like to thank them for their assistance
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Ayrshire College
Fraud Awareness

APPENDICES
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A GRADING STRUCTURE Ayrshire College

Fraud Awareness

For each area of review, we assign a level of assurance in accordance with the following classification:

Assurance Classification

Strong Controls satisfactory, no major weaknesses found, no or only minor recommendations identified.

Substantial | Controls largely satisfactory although some weaknesses identified, recommendations for improvement made.

Weak Controls unsatisfactory and major systems weaknesses identified that require to be addressed immediately.

No No or very limited controls in place leaving the system open to significant error or abuse, recommendations made
require to be implemented immediately.

Wylie
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A GRADING STRUCTURE i Awarenes

For each recommendation, we assign a grading either as High, Medium or Low priority depending on the degree of risk assessed as outlined

below:
Grading Classification
High Major weakness that we consider needs to be brought to the attention of the Audit & Risk Committee and addressed
by Senior Management of the College as a matter of urgency.
Medium Significant issue or weakness which should be addressed by the College as soon as possible.
Low Minor issue or weakness reported where management may wish to consider our recommendation.

I
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B ASSIGNMENT PLAN s Avareness

Purpose of review

We will undertake a review of the Fraud Policy in place and also review some of the areas of fraud which we have seen across the sector and
test whether there are appropriate controls in place to reduce the risk of fraud in these areas at the College. We will also consider the
robustness of the fraud response plan.

This review forms part of our 2022/23 Internal Audit Annual Plan.

Scope of review

Our objectives for this review are to ensure:

» The College has a robust Fraud, Theft and Bribery Policy in place that is being adhered to and supported by a Fraud Response Plan.

» The College’s Financial Regulations are being adhered to and set out the College’s approach to controlling fraud, theft, and bribery.

» The College has controls in place surrounding the setting up of new suppliers, changes to existing suppliers, processing of invoices to suppliers
and processing of payments to suppliers that are being adhered to.

» The College has controls in place for month-end reconciliations of creditors, monitoring of dormant bank accounts and credit card transactions
that are being adhered to.

» The College take robust action were any potential fraud, theft or bribery is highlighted and this is reported to the relevant Committee.

Our approach to this assignment took the form of discussion with relevant staff, review of documentation and where appropriate sample
testing.

Limitation of scope
There is no limitation of scope.

;Wylie
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B ASSIGNMENT PLAN s Avareness

Audit approach
Our approach to the review will be:
» Discussion with key staff the current status of the recommendations from the Purchase Ledger Fraud investigation. We shall obtain a copy

of these and assess what the College has put in place to ensure that these actions are appropriate and fit for purpose. We shall also assess
whether the recommendations are being adhered to by staff.

» Obtain and assess the College’s policies and procedures in respect of Fraud, i.e. Anit-Fraud and Corruption, Anti-Bribery etc. We shall
consider whether these are robust, up to date, accessible to all staff and are fit for purpose.

» Obtain and review the College’s Fraud Response Plan. We shall assess whether this is robust, up to date and fit for purpose.

» We shall discuss with relevant staff the fraud training provided to the staff. We shall consider when this training was given, and which
members of staff received this training.

» We shall survey a sample of staff to assess their awareness of the documentations and processes the College has in place to deter fraud.

» We shall provide a fraud awareness session to staff on some of the recent examples of fraud which we have dealt.

Potential key risks

The potential key risks associated with the area under review are:

» The College does not have a robust Fraud, Theft and Bribery Policy in place or a Fraud Response Plan.

» The College’s Financial Regulations are not being adhered to and do not set out the College’s approach to controlling fraud, theft, and bribery.

J:Wylie
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B ASSIGNMENT PLAN Ayrshire College

Fraud Awareness

» The College does not have controls in place surrounding the setting up of new suppliers, changes to existing suppliers, processing of invoices
to suppliers and processing of payments to suppliers.

» The College does not have controls in place for month-end reconciliations of creditors, monitoring of dormant bank accounts and credit card
transactions.

» The College do not take robust action were any potential fraud, theft or bribery is highlighted and this is not reported to the relevant
Committee.

~
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Jlle. |nternal Audit Plan 2022/23 +

Assignment Plans

A detailed assignment plan will be prepared for each audit undertaken, setting out the scope and objectives of the work, allocating
resources and establishing target dates for the completion of the work. Each assignment plan will be agreed and signed off by an
appropriate sponsor from the College.

Key Dates
Visit Audit Areas No. of Audit Provisional Start Provisional Date Provisional Date for
Days Date for Visit of Issue of Draft Reporting to Audit
Report Committee

Visit 1 Overall Financial Controls 6 30 January 2023 17 February 2023 Completed 14 March 2023
Safeguarding, Wellbeing & S
Counselling

Visit 2 Risk Management 5 17 April 2023 5 May 2023 6 June 2023
Fraud Awareness S

Visit 3 Student Enrolment 5 3 July 2023 and 10 28 July 2023 September 2023
Follow Up 4 July

Visit 4 Credits 6 11 September 2023 29 September November 2023
SSF 4 2023
EMA 4
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168 Bath Street, 4 High Street, 3 Hardman Square,
Glasgow, G2 4TP Oban, Spinningfields,
Argyll PA34 4BG Manchester M3 3EB

1: 0141 566 7000
= info@wyliebisset.com : 0163 156 2478 10161 694 2830
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Background Terms of Reference — Internal Audit

Wylie Bisset LLP were appointed as Internal Auditors by the College with effect The provision of the IAS by Wylie Bisset LLP is covered by the letter of
engagement dated 16 August 2022.
from 1 August 2022 until 31 July 2024 with the option to extend the contract for a

Preparation of Internal Audit Plan 2023/24

further year.
4 This Plan was developed following discussions with the Vice Principal : Finance.

Internal Audit
Formal Approval

The prime responsibility of the Internal Audit Service (IAS) is to provide the Audit The original Audit Needs Assessment was presented to the Audit Committee for

Committee, the Principal and Senior Management at the College with an objective approval on 13 September 2022. This Plan covers the period 2023/24 and will be

assessment of the adequacy and effectiveness of management's internal control presented to the Audit Committee for approval on 6 June 2023.

systems.

The IAS objectively examines, evaluates and reports on the adequacy of internal
control thus contributing to the economic, efficient and effective use of resources
and to the reduction of the potential risks faced by the College. Also, the operation
and conduct of the IAS must comply with the guidelines set down by the Institute of
Internal Auditors , the Public Sector Internal Audit Standards and any guidelines

issued by the Scottish Funding Council.

+ May 2023 + Ayrshire College 3
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Overall Financial Controls and Estates Management +

Audit area

High level indicative summary scope

Total number of

days

Overall
Financial

Controls

The purpose of this assignment is to perform a high-level review of the key financial controls in place at the College, to provide
assurance that key financial controls are suitably designed and operating effectively. This review will include a review of processes
relating to purchasing, income, cash and banking, payroll and fixed assets.

Our objectives for this review are to ensure that:

> Efficient and effective procedures and controls are in place for key finance processes.
» Adequate segregation of duties are in place.

> There is adequate management oversight of finance processes.

Estates

Management

The purpose of this assignment is to review the strategic and operational arrangements in place in respect of Estates management
at the College. We will also review the maintenance of the assets, the safety of the Estates and the processes to ensure
compliance with safety legislation.

Our objectives for this review are to ensure that:

» The College’s Asset Management Strategy supports the College objectives.

» The College has appropriate arrangements in place to ensure that its Estates are managed effectively.
» There are robust procedures in place for ongoing maintenance and repair within the College.

> Estates planning takes due consideration of the College’s future plans for the curriculum.

» The College is meeting its statutory obligations in relation to Estates Management.

+ May 2023 + Ayrshire College




Wylie  IT Security and Student Retention
Bisset,

+

Total number of

» The College has robust quality data for quality monitoring and student retention which is reported on a termly basis.

» The College actively monitors its student retention in a clear and defined manner.

» The College has plans in place to address areas of poor retention in a timely manner.

» Where poor levels of retention are highlighted, the College’s procedures have been adhered to and are fit for purpose.

Audit area High level indicative summary scope
days
We will undertake a review of the cyber security arrangements in place to ensure that there are appropriate controls in place to mitigate the
loss of business-critical information due to a cyber-attack or failure of key systems/suppliers.
We will test these arrangements against the National Cyber Security Centre’s (NCSC) 10 steps to Cyber Security guidance.
Our objectives for this review are to ensure that:
» There is an appropriate risk-based approach to securing data and systems which has been adopted.
. » There is appropriate cyber-awareness training for College staff that has been mandated.

IT Security | 5 The architecture and configuration of key College systems is easily maintained and updated to adapt effectively to emerging cyber threats. o
» There are appropriate solutions in place to control access to the College’s information systems.
» There are appropriate solutions in place to protect College data from unauthorised access, modification, and deletion.
» The College systems are appropriately patched to minimise the risk of vulnerabilities being successfully exploited in an attack.
» There are appropriate processes and procedures in place to respond to security incidents that will help prevent further damage.
» There are appropriate processed in place for vetting suppliers and assessing the adequacy of their cyber security controls.
» There is an appropriate understanding of all assets that are part of the College’s IT network and environment.
» The College systems are appropriately monitored with information logged and actively analysed.
The purpose of this assignment is to review the levels of student retention at the College. We will assess the processes in place at the
College to highlight problem areas and where retention is low. We will also assess the steps taken by the College to address areas of poor
student retention.

Student Our objectives for this review are to ensure that:
Retention » The responsibilities for student retention are clearly defined throughout the College. 3

+ May 2023 + Ayrshire College
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Total number of
Audit area High level indicative summary scope

days

This review will consider the budget setting process to ensure that this is robust with input from all areas of the College. We shall
consider whether the arrangements for budget monitoring are fit for purpose and being adhered to by staff. We will also review the
approval process of the budget and the in-year monitoring arrangements to ensure that any variations are considered and
approved.

Our objectives for this review are to ensure that:

» The College has comprehensive policies and procedures for the budget setting and monitoring process which are flexible and
can react to any unforeseen risk factors.

» The budget is set in a controlled manner and is based on justifiable assumptions, with reforecasts and any in year changes 6

Monitoring being subject to the same controls.

» The budget setting process is effectively linked to the operational planning process.

» There is appropriate control of the budgetary processes within the College, with an appropriate member of management having

ultimate responsibility for the process to ensure that budgets are prepared in a timely and accurate manner.

Budget holders are adequately trained and receive information regarding their budgets in a timely manner.

Deviations from budgets are identified and investigated with remedial action taken at an early stage.

The Board/ Senior Management receive sufficient reporting of performance against budget and against plans throughout the

year to enable informed decision making.

Budgeting and

Y V V

+ May 2023 + Ayrshire College
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Funding Reviews and Follow Up Review

+

Total number of
Audit area High level indicative summary scope days
EMA Mandatory review of the Education Maintenance Allowance Return. 4
SSE Mandatory review of the Student Support Funds Return. 4
Credits Mandatory review of the Credits Return. 6
The purpose of this ongoing review is to assess whether the College has appropriately implemented the internal audit
recommendations made in 2022/23 and earlier years. Our review will consider all outstanding recommendations to provide the Audit
Committee with independent assurance that we are satisfied that these recommendations have been fully implemented by the
College and can therefore be removed from the rolling audit action plan.
Follow Up 4
Review Our objective for this review is to ensure that:
» The College has appropriately implemented any outstanding internal audit recommendations made in prior years.

+ May 2023 + Ayrshire College
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Corporate Governance

+

Audit area

High level indicative summary scope

Total number

of days
The purpose of this assignment is to ensure that the College has appropriate governance arrangements in place and that these have
been embedded throughout the whole College. This review will look to provide assurance that the College’s Corporate Governance
arrangements are appropriate and represent good practice.
Our objectives for this review are to ensure that:
Coroorate » Board and Committee terms of reference are clear and not overlapping.
P » Board and Committees have a programme of work in accordance with their terms of reference that allows them to make an 5
Governance effective and timely contribution.

» Members are provided with sufficient, high quality management information in their areas of responsibility.

» Board and Committees are appropriately attended, and members are sufficiently engaged.

» The Board and Committees have effectively assessed their performance and the balance of skills required within the Board and
Committees.

+ May 2023 + Ayrshire College
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Assignment Plans

A detailed assignment plan will be prepared for each audit undertaken, setting out the scope and objectives of the work, allocating resources and establishing target dates
for the completion of the work. Each assignment plan will be agreed and signed off by an appropriate sponsor from the College.

Assignment Plans & Dates

=

Key Dates
Provisional start AL C L) Provisional date for reportin
Phase Name No. of audit days Key College personnel .. of issue of draft . rep 9
date for visit report to Audit Committee
1 B‘f\jl’ge.“”?’ and 6 The 14 August 2023 | 1 September 2023 The
onitoring
Estates Management 6 Tbec
2 29 January 2024 16 February 2024 Thc
Student Retention 8 Tbc
Overall Financial 4 The
Controls
3 IT Security 5 Tbe 29 April 2024 17 May 2024 The
Follow Up 4 Thc
Corporate Governance 5 Thc

+ May 2023

+ Ayrshire College
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Key Dates
Provisional start I CED Provisional date for reporting
Phase Name No. of audit days Key College personnel date for visit of |si|;:::tdraft to Audit Committee
Credits
4 SSF 14 Thc September 2024 September 2024 Thc
EMA
+ May 2023 + Ayrshire College 11
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*Bisset A — Summary of Internal Audit Input

1 August 2022 to 31 July 2025

System

Audit Area

Operating Plan (No. Of days)

2022/23

2023/24

2024/25

Financial Systems

Overall Financial Controls

6

4

4

Budgeting and Monitoring

6

Non-Financial Systems

IT Security

5

Business Continuity & Disaster Recovery

Governance

Corporate Governance

Risk Management

Strategic Planning

Student

Student Recruitment

Safeguarding and Child Protection

Student Enrolment Procedures

Student Retention

People

Human Resources

Sustainability

Sustainability & Carbon Management

Fraud Awareness

Estates Management

clf

26

31

31

+ May 2023

+ Ayrshire College
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A — Summary of Internal Audit Input

Bisset,

1 August 2022 to 31 July 2025 Operating Plan (No. Of days)

System Audit Area 2022/23 2023/24 2024/25
b/f 26 31 31

Mandatory Credits Audit 6 6 6
SSF Audit 4 4 4
EMA Audit 4 4 4

Required Follow Up Review 4 4 4
Audit Management 6 6 6
Total Days 50 55 55

+ May 2023

+ Ayrshire College
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B — Grading Structure

For each area of review, we assign a grading in accordance with the following classification:

Assurance Classification
Strong Controls satisfactory, no major weaknesses found, some minor recommendations identified
Substantial Controls largely satisfactory although some weaknesses identified, recommendations for improvement made
Weak Controls unsatisfactory and major systems weaknesses identified that require to be addressed immediately
No No or very limited controls in place leaving the system open to significant error or abuse, recommendations made require to be

implemented immediately

For each recommendation, we make we assign a grading either as High, Medium or Low priority depending upon the degree of risk assessed as outlined below:

Grading Risk Classification
Hiah High Risk Major weakness that we consider needs to be brought to the attention of the Audit Committee and
9 9 addressed by Senior Management of the College as a matter of urgency
Medium Medium Risk Significant issue or weakness which should be addressed by the College as soon as possible
Low Low Risk Minor issue or weakness reported where management may wish to consider our recommendation
+ May 2023 + Ayrshire College 15
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For each area of review, we assign a grading in accordance with the following classification:

Performance Indicator Target
Internal audit days completed in line with agreed timetable and days allocation 100%
Draft scopes provided no later than 10 working days before the internal audit start date and final scopes no
later than 5 working days before each start date 100%
Draft reports issued within 10 working days of exit meeting 100%
Management provide responses to draft reports within 15 working days of receipt of draft reports 100%
Final reports issued within 5 working days of receipt of management responses 100%
Recommendations accepted by management 100%
Draft annual internal audit report to be provided by 31 December each year 100%
Attendance at Audit Committee meetings by a senior member of staff 100%
Suitably experienced staff used on all assignments 100%

+ May 2023 + Ayrshire College
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As a firm we offer a wide range of training topics to our clients and we have listed below some of the topics which we would be able to offer Ayrshire College.

Topic

Summary

Risk Management

This can cover risk awareness, assessment of risks, responsibilities for monitoring risks, risk appetite and the scoring of risks. This is usually
done as a workshop to ensure buy-in from management and committee members to the risk management process.

Role of the Board

This would cover the roles and responsibilities of Board members, including the Chair. This has been particularly useful when new Board
members have been appointed and allows members to obtain some knowledge on what the expectation of a Board member is and what they
should be looking out for.

Role of Internal Audit

We would provide a short session on what the internal audit function should be delivering to the College and the added value which we
would bring.

Finance for Non-
Financials

This is useful for committee members who do not have a finance background and covers areas such as the management accounts, budget
reporting and the statutory accounts.

Fraud Awareness

We would cover the importance of a having a strong control environment and areas to be aware of in relation to fraud. We would discuss
some real-life examples of where we have identified or been asked to investigate allegations of fraud and the results of these investigations.

+ May 2023 + Ayrshire College 17
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